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1  Microsoft Windows 2000 - Update: New Features and Architecture

 HYPERLINK "javascript:launchMenu('05524400199155237','5524','40019915','2','10115258','6097632','1','0','123','5467349')" Microsoft Windows 2000 - Installation and Administration: Installation
· A) Intro to Windows 2000

You have been introduced to Windows 2000.

The first release of the Windows operating system, Windows 1.0, took place in 1985. Over time, Microsoft released further versions of Windows for home users - Windows 3.1, Windows 95, and Windows 98 - and for networking purposes - Windows NT.

These versions of Windows gradually extended the reliability, scalability, and graphical interface features of the Windows operating system, culminating in Windows 2000 and the Active Directory.

The Windows 2000 family consists of five versions of the operating system - Windows 2000 Professional, Windows 2000 Server, Windows 2000 Advanced Server, Windows 2000 Datacenter Server, and Windows 2000 Appcenter Sever.

Windows 2000 Professional is the desktop operating system, while the Standard Edition of Windows 2000 Server is designed for small to medium-sized businesses.

Windows 2000 Advanced Server is more powerful than Windows 2000 Server and is designed for database-intensive applications in medium and large businesses.

The Datacenter Server is the most powerful member of the family and is designed to service the processor-intensive applications found in data warehouses and scientific or engineering simulations.

Windows 2000 Appcenter offers Component Load Balancing (CLB) services designed to provide scalable and reliable middle-tier or business logic tier servers.

The Windows 2000 Server operating system began with the introduction of the first version of Windows NT, called Windows NT 3.1 Advanced Server. The 1996 release of NT 4.0 contained an enhanced version of the LAN Manager and Internet Information Server (IIS), as well as introducing

the Graphical Device Interface (GDI) and support for OpenGL.

Microsoft Windows 2000 is a further enhancement of the NT operating system that supports greater hardware compatibility and Internet services, as well as introducing the Active Directory, which uses Internet naming and structuring conventions to delineate the network. Some of the new features that enhance the ease of management, reliability, scalability, and security services of the Windows operating system are the Microsoft Management Console (MMC), IntelliMirror, the Distributed

File System (DFS), the NTFS file system,

Internet Information Server 5, and the Kerberos version 5 protocol.

The original design goals for Windows NT were incorporated into Windows 2000. These goals

include extensibility, reliability, portability, compatibility, and performance. The goals specific to Windows 2000 include reduced total cost of ownership, availability, and reduced - but

centralized - administration.
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· B)  Features

You have seen the new features and technologies of the Windows 2000 operating system.

The Zero Administration for Windows (ZAW) initiative is a group of operating system technologies designed to help reduce the total cost of ownership (TCO). It does this by increasing service quality and uptime, simplifying end-user operations and desktop administration, andeasing change management and tracking.

Major Windows 2000 ZAW change and configuration management features include software installation and maintenance, Remote OS Installation, IntelliMirror, and user data and settings management.

Windows 2000 offers easier software installation

and maintenance by simplifying and automating the installation and upgrade of software. The software installation and maintenance features rely on technologies such as the Active Directory, Group

Policy, Windows Installer, and Add/Remove Programs.

Remote OS Installation employs the Remote Installation Service (RIS), Active Directory, Domain Name Service (DNS), and Dynamic Host Configuration Protocol (DHCP) to install Windows 2000 Professional remotely on client computers. And IntelliMirror employs Group Policy, Active Directory, Windows Installer, and Add/Remove Programs to configure, maintain, and repair

user applications.

User data and settings management, a feature of ZAW, allow user documents and user preferences to follow the user. The technologies upon which user data and settings management relies include the Active Directory, Group Policy, roaming user profiles, offline folders, the Synchronization Manager, and disk quotas.

Windows 2000 management services provide a foundation on which standard management tools can be built using value-added solutions from Microsoft or other software companies.

It consists of the common services, management logic, and presentation layers. Common services are low-level operating system services providing a basis for Windows 2000 management services. The management logic layer contains standard management tools and value-added and task-based management solutions. The presentation layer determines an administrator’s interaction with management logic and the common services.

The Windows 2000 Distributed Security Services were developed in response to the increasing need for simplified domain management, delegation of account administration, and integration of Internet security technology with Windows security.

Windows 2000 supports a number of new security features involving Active Directory security, authentication protocols, and public-key certificates.

Improved scalability and reliability are design goals for the Windows 2000 operating system.

Scalability refers to the operating system’s ability to adapt to new computer hardware and to support large user populations that require a wide range of applications. Scalability is important because it allows computers to keep up with technological changes without having to be reconfigured.

Reliability improvements include tools and features that will assist companies to eliminate reboots, avoid memory leaks, increase operating system uptime, and execute mission critical applications. Reliability also entails that the operating system can proactively protect itself and its applications. To do this, it must be robust to handle both system and user errors and it must be secure to prevent unauthorized changes from being made.

The Windows 2000 Server family provides a number of high-availability features to protect against failures affecting networks, hardware, applications, and environments.
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· C)  Architecture

You have seen the architecture of the Windows 2000 operating system.

The Microsoft Windows 2000 operating system has a built-in modularity. It consists of a number of relatively autonomous components that are logically divided into the following operational modes:

§ Kernel mode

§ User mode

The Kernel mode provides direct access to system hardware and data and runs within an isolated region of memory. The User mode provides the user and application environment.

The main components of Windows 2000 Kernel mode are the Windows 2000 Executive, Hardware Abstraction Layer (HAL), microkernel, device drivers, and higher-level managers. All these components are stored in the Windows 2000 Executive.

Windows 2000 User mode consists of environment subsystems and integral subsystems. The environment subsystems enable Windows 2000 to run applications produced for different operating systems. Integral subsystems such as the Server service are responsible for certain vital functions of the operating system.

The Windows 2000 operating system provides a 32-bit virtual address space, which is managed by the Virtual Memory Manager (VMM). The VMM maps the virtual addresses used by a process to the addresses of data in physical memory and records them in a table.

In order to move data into and out of physical memory as needed, the VMM uses a paging process. When memory is full, a first in, first out policy helps the VMM determine which pages tomove to disk.

Windows 2000 offers an Enterprise Memory Architecture (EMA) which will greatly benefit large application servers. Windows 2000 also includes the Scatter/Gather I/O technology that will improve the movement of data on network application servers.

Windows 2000 is a symmetric multiprocessing (SMP) operating system. Its multiprocessing capabilities improve upon those of Windows NTand you can now force processes to use particular processors.

The Windows 2000 kernel uses a process of preemptive multitasking to regulate the access of threads to processing resources. By means of context switching, the kernel executes multiple threads of a process, which means that more than one task can be completed simultaneously. The kernel also allocates priority levels to processes and threads to favour the fast execution of more important processes and threads.
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· D)  Introduction to Active Directory

You have seen the structure and function of the Active Directory.
The Active Directory is the Windows 2000 directory service. It supports Lightweight Directory Access Protocol (LDAP) versions 2 and 3 and HyperText Transfer Protocol (HTTP). This means that you can display your Active Directory as an HTML page

in a web browser and achieve the same ease of access when viewing directory objects as is provided on the Internet.
You organize resources in your Active Directory in a logical structure using domains, organizational units, and object names. The physical structure of the network is invisible to the user, who identifies an object by its logical name rather than its network location. Windows 2000 makes use of contiguous and discontiguous namespaces, which resemble Internet addressing and which identify network objects as part of the hierarchical network structure.

Domains consist of network objects and their related attributes. When there are a number of domains on a network, all of which share a contiguous namespace, they are referred to as a tree. A forest is a group of trees that do not share a contiguous namespace.
The physical structure of the Windows 2000 network consists of sites and domain controllers. A site consists of one or more Internet Protocol (IP) subnets connected by high-speed links. Domain controllers are Windows 2000 servers that store directory data and manage user logon and authentication procedures and directory searches.

The Active Directory is a namespace where the names of objects can be resolved to find the object in the directory. The Active Directory uses the Domain Name System (DNS) and the Dynamic DNS (DDNS) naming conventions. It makes use of contiguous namespaces within directory trees and disjointed namespaces within directory forests.
Because DNS and DDNS are Internet naming services, you do not need to use any additional Internet naming service on your network when you have a complete Windows 2000 environment on your network.

The Active Directory uses the unique distinguished name (DN) or a part of the DN called the relative distinguished name (RDN) of an object to find the object on the network. It can also use the globally unique identifier (GUID) - a 128-bit number unique to the object - to find the object if its DN or RDN have changed. The user principal name (UPN) is used as an abbreviated mechanism for finding a user and works on the same principle ase-mail addressing.

Directory replication occurs on every domain controller in an Active Directory domain. There is no master controller and all controllers in the Active Directory therefore contain writeable copies of the domain directory and share responsibility for the replication and management of domain data. The Active Directory arranges the controllers in a ring topology to make the replication process as efficient and fault tolerant as possible.
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Summary for Introduction to Active Directory:

You have seen the structure and function of the Active Directory.

The Active Directory is the Windows 2000 directory service. It supports Lightweight Directory Access Protocol (LDAP) versions 2 and 3 and HyperText Transfer Protocol (HTTP). This means that you can display your Active Directory as an HTML page

in a web browser and achieve the same ease of access when viewing directory objects as is provided on the Internet.

You organize resources in your Active Directory in a logical structure using domains, organizational units, and object names. The physical structure of the network is invisible to the user, who identifies an object by its logical name rather than its network location. Windows 2000 makes use of contiguous and discontiguous namespaces, which resemble Internet addressing and which identify network objects as part of the hierarchical network structure.

Domains consist of network objects and their related attributes. When there are a number of domains on a network, all of which share a contiguous namespace, they are referred to as a tree. A forest is a group of trees that do not share a contiguous namespace.

The physical structure of the Windows 2000 network consists of sites and domain controllers. A site consists of one or more Internet Protocol (IP) subnets connected by high-speed links. Domain controllers are Windows 2000 servers that store directory data and manage user logon and authentication procedures and directory searches.

The Active Directory is a namespace where the names of objects can be resolved to find the object in the directory. The Active Directory uses the Domain Name System (DNS) and the Dynamic DNS (DDNS) naming conventions. It makes use of contiguous namespaces within directory trees and disjointed namespaces within directory forests.

Because DNS and DDNS are Internet naming services, you do not need to use any additional Internet naming service on your network when you have a complete Windows 2000 environment on your network.

The Active Directory uses the unique distinguished name (DN) or a part of the DN called the relative distinguished name (RDN) of an object to find the object on the network. It can also use the globally unique identifier (GUID) - a 128-bit number unique to the object - to find the object if its DN or RDN have changed. The user principal name (UPN) is used as an abbreviated mechanism for finding a user and works on the same principle as

e-mail addressing.

Directory replication occurs domain directory in an Active Directory domain. There is no master controller and all controllers in the Active Directory therefore contain writeable copies of the domain directory and share responsibility for the replication and management of domain data. The Active Directory arranges the controllers in a ring topology to make the replication process as efficient and fault tolerant as possible.
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· Windows 2000 Installation

· Advanced Installation options

· Preparing for upgrade

· Upgrading to Windows 2000

You have seen how to install Windows 2000.

Before you install Windows 2000, you need to ensure that your hardware meets the minimum requirements specified by Microsoft. The minimum requirement for Windows 2000 Professional is a 2GB disk with 650MB of free space and the minimum requirement for Windows 2000 Server s a 2GB disk with 1GB of free space. Computers running Server and Professional also need to have at least a Pentium 133 MHz CPU. You need to ensure that your system hardware devices are on the Microsoft hardware compatibility list (HCL) and check whether Microsoft provides the appropriate Windows 2000 drivers.

When planning, you need to decide on the size of the partition in which you want to install Windows 2000. You then need to select a file system for the partition. If you install Windows 2000 Server, you need to choose a Windows licensing mode based on the requirements of your network. Finally, you need to decide whether your computer should join a workgroup or a domain.

Installing Windows 2000 from a CD-ROM involves

§ running the Setup program

§ running the Setup Wizard

§ installing the networking components

§ finishing setup

Installation procedures for Windows 2000 Server and Windows 2000 Professional are almost identical. However, several server-specific options such as licensing mode, and selecting components to be installed are not required for the Windows 2000 Professional installation.

You can install Windows 2000 across a network using a shared folder to store installation files that the network clients can access. Once the files are accessed across the network, they are copied over to the client and installation proceeds as normal using the Setup Wizard.

-------------------------------
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Advanced installation options in Windows 2000 Summary
The System Preparation (Sysprep) Tool allows you to perform multiple clean installations of Windows 2000 across a network. It also allows you to preconfigure the operating system for installation so that all client computers on the network are configured consistently.

The Sysprep Tool allows the cloning of the hard disk of a pre-configured master computer. It is used together with a third-party disk imaging tool to copy the image onto target computers. You can use disk duplication only if the master computer and target computers have identical hardware abstraction layers (HALs), Advanced Configuration and Power Interface (API) support devices, and mass storage device controllers.

You can automate the installation of Windows 2000 across a network instead of installing it manually on each computer. Automated installation allows you to install the core operating system, essential hardware device drivers, selected applications and components, localized versions of Windows 2000, and service packs.

Automated installation involves running the Windows Setup program in conjunction with an answer file. The file provides answers to the questions asked by the Setup Wizard that a user would normally answer. You can create the

answer files manually or you can use the Setup Manager Wizard.

You can remotely install Windows 2000

Professional on client computers from a central

server. This type of installation involves

configuring a server as a distribution point

from which the clients can access the setup files. The server in question should be running Remote Installation Services (RIS), while the clients should initially be able to boot and access the server without having an operating system installed.

Before you begin a remote installation you should install RIS on a server volume that is shared over the network and is formatted using NTFS. The DNS, DHCP, and Active Directory network services should be running on the network. The client computers should support the Net PC specification, a PXE network adapter, or a network adapter with a remote installation boot disk.

There are also several common errors that you can diagnose and rectify during installation. Several troubleshooting aids you can use to solve problems related to installation include the preinstallation checklist, troubleshooting wizards, the Microsoft web site or other troubleshooting resources, and technical resources such as TechNet or MSDN.

-----------------
-----------------------------
----------------

Preparing for upgrade:  Summary

You have been introduced to the preparations necessary for upgrading networks to Windows 2000.

Before migrating to Windows 2000, you should install the latest service pack for Windows NT 4.0. The administrative tools and drivers provided in

the service pack provide support for features that are implemented in Windows 2000 and share a similar interface.

New versions of the service pack are continually emerging, providing added features and resolving known problems in the operating system. To install Windows 2000, you should apply Service Pack 4 as a minimum requirement.

Service Pack 4 includes a number of NT 4.0 fixes, updated device drivers, as well as several new features. New features include administration tools such as the Security Configuration Manager (SCM) that can be used to configure all aspects of network security. Service Pack 4 also provides a feature that allows you to set quotas for user profiles in order to manage the amount of server storage space allocated to each user more efficiently.

Service Packs 6 and 6a - the most recent service packs available for Windows NT 4.0 - provide the most up-to-date patches, drivers, and enhancements.

Before migrating to Windows 2000, you need to streamline the directory services database. This ensures that superfluous or redundant data is not migrated. You should also document the modifications implemented while streamlining.

Microsoft recommends an AGLP (Accounts, Global Groups, Local Groups, Permissions) group strategy for consolidating groups. Generally, user accounts are streamlined by removing inactive or

duplicate accounts and consolidating user groups. User accounts with identical permissions need to

be assigned to global groups, which in turn can

be assigned to local groups. Permissions to

access network resources need to be assigned to local groups.

The TCP/IP networking protocol is the default protocol used by Windows 2000. So, prior to the upgrade, TCP/IP needs to be installed and all

other protocols removed unless required by

certain applications.

Dynamic Host Configuration Protocol (DHCP) automatically assigns addresses and other TCP/IP configuration information to hosts, but you need

to assign static IP addresses to a few selected computers.

Windows 2000 uses DNS naming conventions, so you can integrate WINS with DNS to simplify the migration to Windows 2000.  DNS uses a naming structure based on domains. You need to base your domain name strategy on the structure of sites and subnets in an organization.

Before you upgrade to Windows 2000, it is advisable but not mandatory to configure the entire network with Windows NT 4.0 to simplify the process. You need to ensure that the workstations’ hardware can support both NT 4.0 and Windows 2000 and that all the drivers have been updated.

To upgrade Microsoft MS-DOS and Windows 3.x clients, you use the winnt.exe Setup program.

You can upgrade clients running Windows

9x and Windows NT by using the winnt32.exe

Setup program.

An upgrade from Windows NT preserves a number of registry and network settings. And if you want to migrate Windows 95 or 98 workstations, it is recommended that you back up user data and use the disk image copying procedure.

Before you migrate to Windows 2000, you need to ensure that the hardware and software on your NT 4.0 network are properly configured and meet the minimum requirements. You should consider converting exiting FAT partitions to NTFS in order to benefit from the enhanced security and features offered by NTFS 5.0 in Windows 2000.

You also need to configure user environments, standardizing groups wherever possible. When you have completed these preparations, you need to set up a lab computer to test critical applications within the Windows 2000 operating system environment.
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BEGIN SUMMARY SECTION

Microsoft Windows 2000 - Installation and Administration: Installation
· Windows 2000 Installation

· Advanced Installation options

· Preparing for upgrade

· Upgrading to Windows 2000

You have seen how to upgrade to Windows 2000.

Preparations for upgrade to Windows Server 2000

include preparing a rollback strategy and preparing

the domain controllers. To prepare for rollback,

you need to disconnect uninterruptable power

supply (UPS) devices from the server. You also need to set the BIOS to reserve interrupt requests (IRQs) used by non-Plug and Play Industry Standard Architecture(ISA) devices and you need to remove third-party software where possible.

You can run the Windows 2000 Compatibility tool on client computers before upgrading them to ensure that they meet the hardware and software requirements of Windows 2000.

Windows 95, 98, and Windows NT 3.51 and higher can be upgraded directly to Windows 2000. Windows NT machines running below version 3.51 need to be upgraded to Windows NT 4.0 and computers running Windows 3.x need to be upgraded to Windows 95, Windows 98, or Windows NT 4.0 before installing Windows 2000. When upgrading Windows 95 and 98 computers, you need to create computer accounts for them so that the computers can be accepted into a Windows 2000 domain. The Setup program requires minimal user intervention.

Windows 2000 does not make the same distinction between primary domain controllers (PDCs) and backup domain controllers (BDCs) that Windows NT 4.0 makes. All domain controllers in a Windows 2000 network hold a writable copy of the directory database and they act as peers. They transfer changes to each other's database using a multimaster replication model.

The upgrade order for previous Windows NT servers is important. The order of upgrade of domains affects your Windows 2000 domain structure. Within a domain, you should upgrade your Windows NT PDC first after which you can upgrade any other servers. Once upgraded to Windows 2000, member servers can be upgraded to domain controllers using the Active Directory Installation Wizard.

You configure domain controllers and other servers after upgrading to Windows 2000 using the Configure Your Server dialog box. The configuration options include the type of domain and the role of the server.

The Active Directory Migration Tool is used to migrate users and groups from a Windows NT domain to a Windows 2000 domain or to restructure an existing Windows 2000 domain. It provides a series of task-based wizards to ease the migration operations and also allows you to perform a test migration first before proceeding with the actual operation. It also allows you to undo the most recent user, group, and computer migration operation.

The User Migration Wizard helps you move user accounts from Windows NT or 2000 domains to the Active Directory and the Reporting Wizard helps you create reports about migration operations you have carried out.

END SUMMARY SECTION
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BEGIN SUMMARY SECTION

Microsoft Windows 2000 - Installation and Administration: Administration
· Basic administration

· Administrative tools

· Administrative strategies

You have seen how to perform basic administrative tasks using the Windows 2000 interface.

Network administrators' duties involve tasks such as creating and maintaining the Active Directory structure, managing Active Directory objects, and maintaining security on the network. They also maintain hardware, maintain and install software, perform data backups, and troubleshoot servers

and workstations.

The fundamental elements of the Windows 2000 interface consist of the desktop, the taskbar, and the 

1Start

1 menu. On the desktop, the two most important icons are 

1My Network Places

1 and 

1My Computer

1. From the 

1Start

1 menu you can access the Control Panel, Printers folder, Taskbar settings, and common administrative tools. Some of the most often used administrative tools are Active Directory Users and Computers, Computer Management, DFS manager, DNS manager, and Services.

Windows 2000 provides a number of functions for users with specialized needs. These include provision for composing documents in multiple languages, or in languages with unique character sets, and using multiple input locales.

Windows 2000 also provides accessibility features for users with disabilities. These include display features for the visually impaired, special display functions for hearing impaired users, and specialized input features for users who are physically impaired.

To gain access to network resources and services - or to the local computer’s resources - users first need to log on. Logon is successful when the user provides a valid username and password. The Active Directory stores user and password information for the network, while this information is stored on

the local computer for users who log on to this computer only.

At any time during your Windows 2000 session, you can press the 

1Ctrl+Alt+Delete

1 key combination to display the Windows 2000 Security dialog box. In the Windows 2000 Security dialog box you can lock the computer, change your password, log off, manage tasks, and shut down the computer.

END SUMMARY SECTION
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